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November 3, 2018

Comments on Part 3, Chapter 6 of the Draft Civil Code

Thank you for the opportunity to share with the National People’s Congress our comments on
certain draft updates to the Civil Code regarding personal information and data privacy protection.
Our organizations represent companies across a wide range of industries, with deep, long-standing
commercial ties with China. Many of us have shared concerns over provisions regarding personal
information and data privacy in China’s Cybersecurity Law, Ecommerce Law, and other sector-
specific regulations [and standards], and we have some similar concerns with regard to the draft
amendments to the Civil Code at Part 3, Chapter 6.

This new draft language in the Civil Code appears intended to carve out explicit protections for
personal privacy and individual rights, but regrettably presents concerns over the protection of
personal privacy and for the service of consumer interests. Some of these provisions do not align
with established and proven industry best practices, and could result in less effective protection of
data, while also impeding companies’ ability to deliver the best products and services to Chinese
consumers.

Our organizations are concerned that this approach to data privacy, like aspects of China’s current
approach to other cybersecurity issues, is leading to greater separation between the economies of
the world rather than global economic integration. At a time of significant political and social
change globally, we are concerned that such policies may exacerbate troubling trends in markets
around the world that move countries away from the benefits of integrated and cooperative global
trade.

We respectfully urge that China’s policies regarding personal information and data privacy be
better aligned to reflect the globalized commercial environment. These policies should be crafted
to advance market competition and promote transparency. They should be narrowly tailored and
non-discriminatory, taking into account international norms, such as the OECD Privacy Guidelines
and the APEC Cross Border Privacy Rules, and they should also comply with China’s World Trade
Organization commitments.

We remain committed to working with the Chinese government to find solutions that address the
legitimate concerns of industry in ways that support and enhance China’s security, economic, and
social goals. With that in mind, we share the following:



Definitions of Privacy, Private Information, and Personal Information (Article 811-813)
Articles 811-813 set forth the definition and scope of several critical terms—including privacy,
private information, and personal information—used in part 3 chapter 6. Although articles 811
and 813 provide a brief explanation and some examples, these terms remain unclear. For instance,
it is challenging to delineate “personal information” from “private information” without a clear
explanation as to their differences. Therefore, we recommend NPC more clearly define the scope
of these terms and their relation to each other.

Collection of Personal Information (Article 814)

The draft text would require that all organizations obtain consent for the collection and use of
personal information of natural persons. Using consent as the only basis for processing data will
create unnecessary barriers for commerce. There should be a range of processing mechanisms for
personal information. Requiring consent for all types of data will unduly complicate and
overwhelm data subjects.

In addition, the Civil Code requires organizations to explicitly indicate the purpose of the data
collection and usage; permit an individual to “inspect, copy, or reproduce” their personal
information; and allow an individual to request deletion of his or her personal information in
specific circumstances.

We propose that more clarity be provided around an organization’s obligation to permit an
individual to request deletion of his or her personal information. In particular, consistent with
global norms, personal information that is already anonymized, or required by law to be retained
should be exempt from this requirement. We would propose that any anonymized personal
information should not be considered as personal information, or a more risk-based approach be
adopted, with due consideration for feasibility, whereby an organization could be required to take
reasonable steps to delete relevant, non-anonymized personal information where feasible and
within a reasonable time period upon request by an individual.

The draft language in Article 814 requiring companies to explicitly indicate the purpose and usage
of their data collection is vague and does not account for the complexities of generating insights
from consumer data and gathering consent for the future uses of data. Companies frequently cannot
anticipate how initial insights gleaned from consumer data might drive subsequent use of that data
for the development of enhanced products and services. Overbroad requirements to inform
individuals of the specific future uses of their information could hamstring companies’ ability to
utilize data to the benefit of Chinese consumers. For example, it could prevent companies from
using customer information to tailor new products aimed at addressing customers’ unmet needs or
addressing security concerns.



Consumers benefit when companies analyze data sets for the purpose of creating better and more
innovative services. Companies can observe strict privacy standards to protect consumers by
anonymizing collected data and restricting who within an organization has access to it, while at
the same time using it cross-functionally to support innovations responsive to consumers.

Individual Inspection of Collected Data (Article 815)

Avrticle 815 would require that companies provide a channel through which an individual can
“inspect, copy, or reproduce” their personal information, and must allow an individual to request
changes to or deletion of their personal information in specific circumstances.

We are concerned about the practicalities of the requirements allowing for individual inspection
of collected data. The draft language does not stipulate what data companies must keep on file for
users to track and see, or for how long they must retain it for this purpose. We propose that more
clarity be provided here. We also would like to note that data is sometimes anonymized and added
to data sets. Given the difficulties of extracting anonymized data for an individual’s inspection, if
an individual can at any time demand access to such data, the use of anonymized data may be
severely circumscribed, resulting in greater risk to the protection of personal information. As for
the data retention period, we note that China’s financial services supervisory bodies have already
established records retention periods. If legislation is necessary, we would recommend that
industry supervisors be given the authority to set industry-suited retention periods to avoid any
inconsistency and unnecessary expenses related to data retention.

Changing and Sharing Personal Information (Article 817)

The draft language would require that the information collector and holder not “tamper” with
personal information and shall not provide personal information to others without the consent of
the individual.

We propose that more clarity be provided around the intent of the word “tamper” and the method
of “consent” that is required to share personal information with others, as this language could be
interpreted to require consent before sharing personal information with third party service
providers. Such requirements could restrict economic activity and growth. Organizations could be
restricted from performing research and development, analytics, and innovation, taking security
precautions, and could be impeded from creating new products that better address their customers’
needs because of these anti-tampering and potential third-party sharing restrictions.

Penalties and Liability (Article 816)
The draft would outline five scenarios where an actor may not bear civil liability. However, it does
not provide any guidance on what penalties and civil liability may be imposed for violations.



We anticipate that more clarity will be provided around the imposition of penalties and liability.
In the interim, we propose that while penalties should serve as a deterrent, they should not be so
extreme as to severely restrict economic growth or encourage frivolous litigation.

Notice to Individuals (Article 817)

The draft would provide that in the event of the occurrence or possible occurrence of personal
information disclosure, damage, or loss, remedial measures be taken promptly and the recipient be
informed.

This language is overbroad and could require notification to individuals of incidents that do not
pose a meaningful risk, such as the disclosure of less sensitive information like name and address.
We recommend that this provision be clarified to include a harm threshold that helps limit the
number and frequency of events to only those that pose a meaningful risk. Overbroad language
runs the risk of inundating regulators and individuals with notices of breach, which neither protects
individuals from real threats nor provides regulators or affected individuals with useful
information.

Language requiring that companies explicitly indicate the purpose of data collection is vague and
does not account for the complexities of generating insights from consumer data. This threatens to
hamstring companies’ ability to utilize data to the benefit of consumers. It could, for example,
prevent companies from using customer information to tailor new products aimed at addressing
customers’ unmet needs. Consumers benefit when companies analyze data sets for the purpose of
creating better and more innovative services. Companies can observe strict privacy standards to
protect consumers by anonymizing collected data and restricting who within an organization has
access to it, while at the same time using it cross-functionally to support innovations responsive to
consumers’ needs. Moreover, our organizations recommend that NPC allow secondary purposes
of data that are compatible with the initial collection.

We thank the National People’s Congress for providing this opportunity to comment on the draft
regulations. We hope that these comments are constructive and useful to the National People’s
Congress and the Legislative Affairs Office of the Ministry of Justice as they review the draft Civil
Code. We would appreciate the opportunity for further dialogue on these issues and are happy to
follow up as appropriate.

Signed,

The American Chamber of Commerce in China

The American Chamber of Commerce in Shanghai
The American Chamber of Commerce in South China
The American Council of Life Insurers



American Insurance Association
Coalition of Services Industries
US Chamber of Commerce
US-China Business Council



